
CYBER & DATA SECURITY 

MALPRACTICE 

Do you have a written incident response plan?

Does your policy have defense inside or outside the limit?

Are multi-factor authentication and encryption in place for all devices?

Is your retroactive date accurate?

Is your Cyber Liability Insurance - reimbursement or pay on-behalf?

Does your policy include first dollar defense? 

Do you know who’s responsible for responding to a data breach—
and is that process written down?

Does your deductible apply only to damages — or also to defense costs?

HIRING EMPLOYEES
Do you have documented hiring and termination procedures?

Do you have a basic employee handbook in place—even if it’s just
one hire?
Are you classifying your employees correctly? W2 vs 1099

CONTRACTS & CLIENT AGREEMENTS

THE MODERN LAW FIRM 
CHECKLIST

Do you update your engagement letter template regularly?

Do you have a documented process for managing conflicts of interest?

Do you have contract language that limits your liability or caps
damages?

This checklist helps boutique law firm owners spot hidden risks before they become costly
problems. Review it before renewing coverage, hiring, or signing new client contracts.

Some of these boxes aren’t meant to be solved alone. 
If you're unsure how to address certain items, especially around your insurance coverage

language — book a call.
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ciara@bunkeryourrisk.com 


